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1
Decision/action requested

1. Discuss storage and configuration of key related to encryption of permanent identifiers.
2. Approve the related question in the pCR below.
2
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3
Rationale

3.1
Introduction
Several solutions to Key issue #7.2 "Concealing permanent or long-term subscription identifier" propose to use keys related to concealing the permanent subscription identifier. For example, in Solutions #7.3 and #7.15, it is proposed to encrypt the permanent identifier with the public key of the home network. As another example, in Solution #7.4. it is proposed to encrypt the next pseudonym with a key shared between UE and home network. However, the solutions leave open which entity (ME or USIM/UICC) should store the key related to concealing the permanent subscription identifier, and how it should be configured (i.e., provisioned and possibly updated). This contribution has two aims:

-
Discuss the storage and configuration of the key related to concealing the permanent subscription identifier, in general but also specifically for the public key of the home network as used in Solutions #7.3 and #7.15.

-
Propose a pCR with questions about the storage and configuration of the key related to concealing the permanent subscription identifier. 
Generally, there are two possible places where the key related to concealing the permanent subscription identifier could be stored, the USIM/UICC or the ME. We discuss both options below.

3.2
Storage on the USIM/UICC
3.2.1

Storage on Rel-15 or later USIM 
Eventually, more and more subscribers will use Rel-15 or later USIM. This is the easiest case, 3GPP could simply add a new EF that contains the key related to concealing the permanent subscription identifier. This is CT6 scope, and the relevant specification is TS 31.102 [1]. For Rel-15 USIM, the key could be provisioned from the start. If updates are needed, they can be performed with the OTA mechanism (as specified in ETSI TS 102 225 [2] / TS 102 226 [3] and 3GPP TS 31.115 [4] / TS 31.116 [5]).
3.2.2

Storage on UICC with Rel-14 or earlier USIM 

Especially in the beginning of the 5G rollout, most subscribers will still use UICCs with Rel-14 or earlier USIM. In this case, the key related to concealing the permanent subscription identifier could be provisioned using the OTA mechanism already mentioned in clause 3.2.1 above. In order to align with Rel-15 or later USIMs it makes sense to store the key in the same new EF as standardized for Rel-15 or later USIMs. Any 5G UE could then retrieve the key from the USIM in the same way, regardless of whether the USIM is at least Rel-15 or a legacy USIM. The only problem is that the new EF needs to be chosen in a way that avoids overlap with existing proprietary EFs. However, in principle the key could also be stored in any EF in the USIM or the UICC shared file system.
As an alternative to storing the key in the USIM/UICC, the home network public key can be stored in the ME, as described below.

3.3
Storage on the ME

3.3.1
Standardized way
3.3.1.0
General
The home network public key used in Solutions #7.3 and #7.15 is not specific to the subscription, hence it can be stored in the ME as well. 
An ME that connects to the 5GC will always be Rel-15 or later, so it is possible to standardize both storage and configuration of the home network public key in the ME. 

The disadvantage of provisioning the home network public key using 5G internal procedures is that the UE needs to use the cleartext IMSI in the first attach. However, as this provisioning procedure only needs to be performed once, this disadvantage should be acceptable. 
3.3.1.1
Configuration in the NAS layer 

Already today, draft TS 23.502 [3] contains a NAS layer configuration update procedure, described in clause 4.2.4. At this moment, the procedure only addresses AMF aspects and is not very detailed. However, a procedure for provisioning and updates of the home network public keys could be added as well. Alternatively, the key could be provisioned and updated in other NAS messages, e.g. the Registration Accept message.
3.3.2
Proprietary way
There are already today proprietary ways to configure the ME. These could also be used to provision and update the home network public key into the ME. If the configuration is done using the 5G network, the UE may need to attach with cleartext IMSI first. Alternatively, the configuration could be done using LTE access. 

4
Detailed proposal

***BEGIN CHANGES***
E.7
Questions and Interim Agreements for security area #7
E.7.2 
Questions and Interim Agreements for Key Issue #7.2
E.7.2.X
Storage and provisioning of keys related to concealing the permanent subscription identifier 

E.7.2.X.1
Description of question 
In which entities (e.g. ME, USIM) shall it be allowed to store the keys related to concealing the permanent subscription identifier? 

By which methods shall it be allowed to configure the keys related to concealing the permanent subscription identifier?
E.7.2.X.2
Interim agreement

TBD
***END CHANGES***

